Regents Bank to reissue tokens for customers due to RSA SecurID breach.

Recently, there have been stories in the media and developing information regarding RSA SecurID
tokens and the RSA security breach first reported this past March by the RSA Division of EMC
Corporation.
As an added security measure, Regents Bank plans to replace customer RSA SecurID tokens on an
accelerated schedule as soon as possible. Immediately after the breach was announced, we began
working to mitigate the issues relative to the security breach.
It's important to know that current tokens are still an effective form of secondary authentication. Regents
Bank’s security environment is robust and we have designed multilayered anti-fraud systems. RSA
SecurID tokens are just one of several layers we employ to deter fraud.
Security is never about a single element, it's about the combination of multiple safeguards in concert
together. We employ multiple methods to secure user credentials (lDs, passwords, and, for some clients,
tokens) in addition to bank monitoring. Regents Bank will continue to be an innovator in the fight against
fraud. As online fraud evolves, so does our approach to security and the security tools, services, and
processes in which we invest.
Fighting fraud requires a partnership. The best efforts of you and Regents Bank-working together-are
needed to help protect you and your company's accounts, from today's threats. There are a number of
things that you can do to actively detect and prevent online fraud, including:
Implement dual custody. Netteller customers should institute dual custody for online payment
services. Dual custody requires a second level of approval to release online payment transactions
and make changes to user profiles and has proven to be one of the most important and effective
fraud deterrents.
Monitor online accounts regularly. Actively monitor your online accounts, activity, and alerts to
help detect suspicious activities. Immediately contact your Regents Bank representative if you
notice anything out of the ordinary.
Implement a layered security approach. Netteller clients can use a combination of strategies,
such as dual custody and strict management of user access to accounts and functions, so if one
strategy is compromised you still have the protection of other safeguards. Regents Bank Online
customers should closely monitor activities associated with their accounts and services to help
detect suspicious activity.
Be Cautious! When using the Netteller protect your log-in information including IDs, passwords,
token serial numbers, and passcodes. Never disclose confidential information by email, text
message, or phone and always remember to log out after your session. Be mindful of what you
download, install, or click within emails and text messages.
Reduce common threats. You and/or your company's employees should be careful about using
social media websites and applications, especially those employees who have access to the
networks that contain your company's sensitive financial information.
Update antivirus programs. Ensure that your or your company's firewalls, servers, client
applications, and systems are updated with all vendor-recommended patches and that antivirus
and antispyware software is installed and updated regularly.
If you have any questions, please contact your Regents Bank representative, Monday through Friday,
8:00 AM to 5:00 PM
Note: RSA Tokens were issued to a specific group of Commercial Cash Management/Netteller clients.

